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NO.1 A Citrix Engineer has found issues in the websites after enabling Application Firewall.
Which logs on the NetScaler can the engineer check to verify that the issues are NOT caused by
Application Firewall?

A. newnslog
B. aaad.debug
C. ns.log

D. nslog
Answer: C

NO.2 Scenario: A Citrix Engineer configures the Application Firewall for protecting a sensitive
website. The security team captures traffic between a client and the website and notes the following
cookie:

citrix_ns_id

The security team is concerned that the cookie name is a risk, as it can be easily determined that the
NetScaler is protecting the website.

Where can the engineer change the cookie name?

A. Application Firewall Profile

B. Application Firewall Policy

C. Application Firewall Default Signatures
D. Application Firewall Engine Settings
Answer: A

NO.3 Which mechanism does the NetScaler use to enable a safe and speedy data exchange between
a client/server initial TCP handshake?

A. TCP Fast Open (TFO)
B. TCP Time Stamp

C. TCP Hystart

D. TCP Burst Rate Control
Answer: A

NO.4 Scenario: A Citrix Engineer needs to configure an external SNMP server in a High Availability
setup. The engineer configured the load-balancing virtual server to access the NetScaler
Management and Analytics System (NMAS) HA pair.

Which IP address will be configured on the external SNMP Manager to add the NMAS devices?

A. IP Address of the active mode

B. IP Address of the LB VIP

C. IP Address of the Primary node

D. IP Address of both the NMAS nodes

Answer: D

NO.5 Which TCP flag will the NetScaler Application Firewall module send in response to a
malformed/non-RFC complaint request from a client?

A. FIN+ACK packet with a window size set to 9845
B. RST +ACK packet with a window size set to 0
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C. RST packet with a window size set to 9845
D. FIN packet with a window size set to 0
Answer: C

NO.6 What can a Citrix Engineer use in NetScaler Management and Analytics System (NMAS) to
troubleshoot an issue in which users report long response times when accessing a virtual desktop?
A. WAN Insight

B. HDX Insight

C. Web Insight

D. Gateway Insight

Answer: C

NO.7 Scenario: A hacker accessed the HTML code from a product page and manipulated the HTML
code as shown:

Original Value: <input type=hidden name=price value=2379.73>

Manipulated Value: <input type=hidden name=price value=9.24>

Which security check can the engineer configure to counter the manipulation?

A. HTML Cross-Site Scripting

B. Content-type

C. Form Field consistency

D. Field Formats

Answer: C

NO.8 Scenario: A Citrix Engineer has migrated an application to NetScaler to secure it from
application layer attacks. The engineer receives a complaint that the application is timing out while
users are actively accessing the page. Those users are forced to reestablish the connection.

What can be the cause of this issue?

A. The maximum session lifetime is NOT configured.

B. The session time out is configured to a low value.

C. The maximum session lifetime is less than the session timeout.
D. The application is configured with a low session timeout.
Answer: B

NO.9 A Citrix Engineer needs generate and present a NetScaler PCI-DSS report to management. The
report should include a PCI-DSS summary of the required security measures for PCI-DSS compliance.
Where can the engineer generate the report from?

A. Dashboard>System Overview

B. Reporting> System

C. Configuration>System>Reports

D. Documentation > Nitro API

Answer: C

NO.10 A company has experienced an outage of their mission-critical website. Upon investigation,
the Citrix Engineer determines that the following command was executed on the website:
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DROP TABLE table_name
Which security check would have prevented this issue?

A. HTML Cross-Site Scripting
B. Form Field Consistency
C. Field Formats

D. HTML SQL Injection
Answer: D
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